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cd /data01/nginx/nginx/conf
mkdir cert
cd cert
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@ ContinuousIntegration/TriagingTips/openssl-1.1.1 - Debian Wiki
iopenssl: Allow usage of insecure client certs - Server Fault

openssl genrsa -des3 -out server.key 4096
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mv server.key server.origin.key
openssl rsa -in server.origin.key -out server.key
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fpkcsr iIEFBERIA:

SUBJECT="/C=CN/ST=Guangdong/L=Guangzhou/0=CM/0U=CM/CN=10.252.115.197"
SUBJECT="/C=CN/ST=Chongqging/L=Chongqing/0=AI/0U=AI/CN=1ocalhost"

SUBJECT="/C=CN/ST=Anhui/L=Jieshou/0=AI/0U=AI/CN=1localhost"
openssl req -new -subj $SUBJECT -key server.key -out server.csr


https://wiki.debian.org/ContinuousIntegration/TriagingTips/openssl-1.1.1
https://serverfault.com/questions/957931/openssl-allow-usage-of-insecure-client-certs
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openssl x509 -req -days 36500 -in server.csr -signkey server.key -out server.crt
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openssl x509 -in server.crt -noout -text
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vi /data01/nginx/nginx/conf/nginx.conf

listen ssl;

ssl certificate cert/server.crt;

ssl certificate_key cert/server.key;

ssl protocols TLSv1l TLSv1l.1 TLSv1l.2;
ssl _ciphers ECDHE-RSA-AES128-GCM-
SHA256 :HIGH: 'aNULL: !MD5: 'RC4: DHE;

ssl _prefer_server_ciphers on;

ssl session_cache shared:SSL:10m;

ssl session_timeout 10m;



